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ATF'S ILLEGAL GUN
OWNER REGISTRY

by Aidan Johnston, Director of Federal Affairs

INTRODUCTION

The Bureau of Alcohol, Tobacco, Firearms and Explo-
sives (ATF) is maintaining a digital, searchable, cen-
tralized registry of guns and gun owners in violation of
various federal prohibitions, as revealed by an ATF re-
sponse to a Freedom of Information Act (FOIA) request
by Gun Owners of America (GOA). In November of
2021, an internal ATF memo leaked by Gun Own-

ers of America revealed that ATF had processed and
digitized over 50,000,000 “out of business” records of
gun dealers in FY 2021." This report was picked up by
major pundits and news outlets including Fox News’
Tucker Carlson® and the Blaze.?

This revelation prompted Representative Michael
Cloud and 51 other members of the U.S. House of
Representatives to send a letter* to ATF asking more
questions and demanding accountability.’ In response
to that letter, ATF revealed to Congress that it current-
ly maintains a database of 920,664,765 such records,
of which 865,787,086 are in a digitized format as of
November 2021.° Unsurprisingly, ATF denied that
this vast database constitutes a gun registry, which is
explicitly prohibited by federal law.

Nevertheless, the revelation that ATF maintains nearly

a billion records containing private gun owner infor-
mation (such as names, addresses, and social secu-
rity numbers) as well as firearm information (such
as make, model, and serial number) understandably
shook the Second Amendment community.

Shortly thereafter, the anti-gun left sprung into damage
control mode. As the report that ATF is maintaining
nearly a billion gun owner records gained traction on
social media, Facebook and USA Today teamed up

to censor Gun Owners of America and the Free Bea-
con, where the story was first published.” Relying on a
statement by a public affairs officer within ATF, who
promised USA Today that “ATF does not maintain a
tederal gun registry,”® USA Today claimed any evidence
to the contrary must be bad information - apparently
on the theory that the federal government can always
be trusted to tell the truth.

But when GOA scrutinized and refuted USA Today’s

so-called “Fact Check,” which labeled GOA’ claim of a
partial national gun registry as “missing context,” GOA
found eleven false statements and eight statements that

were themselves “missing context.”

As this report details, contrary to the machinations

1 Kredo. Biden Admin Amassing Millions of Records on US Gun Owners Amid New Crackdown on Firearms.
2021.
2 “This is how a gun registry begins — Biden’s ATF Creating a Registry Through FFLs” YouTube. Uploaded

by Gun Owners of America. 2021.

3 Shiver. Report: Biden admin stockpiling millions of records on US gun owners; some fear it could be the

precursor to a federal database. 2021.

4 Letter from Rep. Michael Cloud and 51 Other Members of Congress to ATF Acting Director Marvin
Richardson. 2021.

5 Keene. Republicans warn ATF taking giant leap toward a federal firearm registry’. 2021.

6 Letter from Daniel L. Board Jr., Assistant Director of Government Affairs for ATF to Rep. Michael Cloud
and 51 Other Members of Congress Concerning ATF’s Gun Registry. 2021.

7 Kredo. Biden Admin Has Records on Nearly One Billion Gun Sales. 2022.

8 Funke. Fact check: Claim that ATF has gun registry’ with 1 billion records is missing context. 2022.

9 Johnston. Facebook Censors ATFs Gun Registry With Error-Laden USA Today “Fact Check”. 2022.
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https://freebeacon.com/biden-administration/biden-admin-amassing-millions-of-records-on-u-s-gun-owners-amid-new-crackdown-on-firearms/
https://www.youtube.com/watch?v=LBLf_18-wXM
https://www.theblaze.com/news/biden-stockpiling-records-on-gun-owners
https://www.theblaze.com/news/biden-stockpiling-records-on-gun-owners
https://freebeacon.com/wp-content/uploads/2022/01/GN-ATF-re-Out-of-Business-Record-Keeping_11.22.212.pdf
https://freebeacon.com/wp-content/uploads/2022/01/GN-ATF-re-Out-of-Business-Record-Keeping_11.22.212.pdf
https://www.foxnews.com/politics/republicans-atf-groundwork-backdoor-federal-gun-registry
https://www.gunowners.org/wp-content/uploads/Letter-Response-Rep.-Michael-Cloud-R-TX-51-x-GOP-co-signers_Federal-Gun-Registry-signed-letter.pdf
https://www.gunowners.org/wp-content/uploads/Letter-Response-Rep.-Michael-Cloud-R-TX-51-x-GOP-co-signers_Federal-Gun-Registry-signed-letter.pdf
https://freebeacon.com/guns/biden-admin-has-records-on-nearly-one-billion-gun-sales/
https://www.usatoday.com/story/news/factcheck/2022/02/09/fact-check-claim-atf-has-gun-registry-missing-context/9304431002/
https://dailycaller.com/2022/02/14/facebook-censors-atfs-gun-registry-with-error-laden-usa-today-fact-check/
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of the anti-gun Left, the ATF is in fact maintaining

a centrally managed, digital, and searchable nation-

al gun registry, in violation of several congressional
appropriations restrictions; not to mention the explicit
prohibition on such registry contained in the Firearms
Owners’ Protection Act (FOPA). The goal of this report
is to dispel false notions about the capabilities of this
gun registry, and to highlight the obvious threat posed
to the constitutionally protected right of the people to
keep and bear arms by this vast government database.

Indeed, history has shown gun registration leads to
gun confiscation.'’ In fact, 51% of voters recognize
this!"! In that poll, 58% of unaffiliated voters, and even
40% of Democrats, think that “if the federal govern-
ment had a list of gun owners in the United States, it

is likely that the government would eventually confis-
cate all guns.” With that reality in mind, it is evident
the only way to protect the Second Amendment is to
ensure that the ATF’s near-billion record gun regis-

try is destroyed, and that the destruction is certified
before Congress, in addition to ensuring that the Biden
Administration’s impending expansion of this registry
is halted. The right of the people to keep and bear arms
shall not be infringed!

10 “How Gun Control Is Responsible for Genocide” YouTube, uploaded by Gun Owners of America. 2022.
11 Rasmussen Reports. Gun Owners Oppose Federal Tracking, Fear Confiscation. 2021.
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https://www.youtube.com/watch?v=cnVdQfxyhGQ
https://www.rasmussenreports.com/public_content/politics/current_events/gun_control/gun_owners_oppose_federal_tracking_fear_confiscation
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ATF’'S OUT-OF-BUSINESS
RECORDS EXPLAINED

STATUTES, AUTHORITIES, AND RESTRICTIONS
ON ATF RECORDKEEPING AUTHORITY

This report details how ATF is maintaining an illegal,
searchable, and centralized registry of guns and gun
owners. In order to understand how ATF’s actions have
violated the law, one must first have a working knowl-
edge of the relevant statutes, authorities, and restric-
tions set in place by Congress throughout the years.

RELATED STATUTES

ATF Recordkeeping Authority

Title 18 U.S.C. 923(g)(1)(A) gives the Attorney General
authority to determine what types of records a dealer
must keep:

Each licensed importer, licensed manufacturer,
and licensed dealer shall maintain such records

of importation, production, shipment, receipt,
sale, or other disposition of firearms at his place of
business for such period, and in such form, as the
Attorney General may by regulations prescribe.

ATF has taken this delegation as a broad grant of au-
thority to mandate that what it terms “Firearms Trans-
action Records” be kept by dealers, complete with per-
sonal gun owner information like name, address, and
social security number and personal gun information
like make, model, and serial number. Since the ATF
has used its regulatory authority to mandate that these
types of records must be kept,'? it also has interpreted
its authority to receive and maintain these records."

ATF Authority to Access Records is Generally
Limited to Criminal Investigations

Regardless of what sorts of records ATF may mandate
be kept by dealers and what sorts of records ATF can
collect and house, federal law generally restricts the
agency’s access to these records, for all but certain lim-

12 18 US.C.923(g)(1)(A).
13 18 US.C.923(g)(4).

14 18 US.C.923(g)(1)(A).
15 18 US.C.923(g)(A)-(B).
16 18 US.C.923(g)(3).

ited purposes.'*

Indeed, the statute allows ATF to access dealer records
(whether held by the dealer or ATF) only for certain
specific, limited purposes, including (1) with a war-
rant, (2) without a warrant during a criminal investiga-
tion of someone “other than the licensee,” (3) without
a warrant during an administrative compliance inspec-
tion of a licensee no more often than once every twelve
months, or (4) without a warrant in connection with
“determining the disposition of one or more particu-
lar firearms” during a bona fide or good faith criminal
investigation."” The statute also (5) requires that licens-
ees send the government reports of sales of multiple
handguns within a five-business-day period.'®

Aside from these limited, enumerated exceptions, the
government is flatly prohibited from accessing records
of gun sales. Moreover, even when those records are
transferred from an out-of-business dealer to the ATF,
the general prohibition on accessing or using those
records still applies. Likewise, the exceptions under
which ATF is permitted to access those records are still
the same (aside from administrative inspections to en-
sure dealer compliance with the law, which no longer

applies).

ATF is Unable to Prove Firearm Traces Help
Solve Crimes

Although ATF ostensibly maintains and accesses deal-
er records of gun sales pursuant to its limited statutory
authority to trace crime guns in connection with a
criminal investigation, ATF has been entirely unable to
offer any proof that this work is efficacious in solving
crimes, outside of repeating unsubstantiated platitudes.

For example, ATF routinely parrots that the ability to
trace crime guns “is a valuable crime gun intelligence
tool”” which “provides critical information to assist
domestic and international law enforcement agen-
cies investigate and solve firearms crimes.”'® Speaking
specifically about out-of-business records, ATF boldly

17 Letter from Rep. Michael Cloud and 51 Other Members of Congress to ATF Acting Director Marvin

Richardson. 2021.

18 Bureau of Alcohol, Tobacco, Firearms, and Explosives National Tracing Center Website.
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https://freebeacon.com/wp-content/uploads/2022/01/GN-ATF-re-Out-of-Business-Record-Keeping_11.22.212.pdf
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promotes on its website that “[t]hese records have

proved pivotal in other criminal investigations.”"

In response to such vague assertions, 52 Members of
the U.S. House of Representatives asked the bureau:

How many firearm traces using these records were
essential to the successful prosecution of a violent
criminal in the last three years? In the case of each
successful prosecution of a violent criminal, in
what year was the essential firearm transfer record
completed?®

In response, ATF offered no substantiating evidence.
In fact, ATF’s response to Congress was quite the op-

posite, stating that the National Tracing Center (NTC):

has no ability to determine the successful prosecu-
tion of hundreds of thousands of crime gun traces
it completes annually, nor does it have any way to
link a trace for a specific prosecution for a particu-
lar year.”!

In other words, although ATF ostensibly maintains
out-of-business records in a gun registry for law
enforcement purposes, ATF can provide no evidence
to substantiate that these records are even useful for
solving crimes.

This is unsurprising given that, historically, gun reg-
istration systems have abysmally failed to help solve
crimes.

For example, during the Heller II case, plaintiff Dick
Anthony Heller’s second major fight to restore his
rights from infringement by the District of Columbia,
it was revealed that,

the police also aren’t using the registration records

19 Ibid.

to solve crimes. “Lt. Shelton cannot recall any spe-
cific instance where registration records were used
to determine who committed a crime,” except for
possession offenses...**

Similarly, a registry maintained by the government of
Honolulu, Hawaii also failed to help solve even a single
crime:

Honolulu Police Chief Lee Donohue told a state
senate committee in 2000 “that he could not point
to any crimes that had been solved by registration,
and he estimated that his officers spent over 50,000

hours each year on registering guns.”*

Indeed, ATF employs 335 employees to search out-
of-business records. ATF’s National Tracing Center
operates 17.5 hours a day** and according to the latest
data, 97.8% of ATF employees are full time.*” So we’ll
consider that ATF has 327 full time equivalent (FTE)
employees who have access to the trace system.

Therefore, GOA estimates that, working full time on
firearm trace requests, ATF’s 327 FTE employees may
be expending as many as 680,160 hours a year (or
13,080 hours a week) tracing firearms—even though
ATF is unable to prove the efficacy of its firearms trace
system. This means taxpayer dollars fund around
700,000 ATF employee working hours on an illegal
national gun registry that could otherwise be allocated
to demonstrably efficacious law enforcement tasks and
tools.

It would seem, then, that neither these cities’ nor ATF’s
gun registries are primarily useful for law enforcement
purposes. Gun registries are, however, incredibly use-
ful at forcing law-abiding citizens to comply with gun
control laws.

20 Letter from Rep. Michael Cloud and 51 Other Members of Congress to ATF Acting Director Marvin

Richardson. 2021.

21 Letter from Daniel L. Board Jr., Assistant Director of Government Affairs for ATF to Rep. Michael Cloud
and 51 Other Members of Congress Concerning ATF’s Gun Registry. 2021.

22 Miller. MILLER: Dick Heller challenges D.C.s gun registration, files for summary judgment in Heller I1.

2013.

23 Lott. The War on Guns. 2016. 40.

24 Submitting Firearms Trace Requests. 2017.

25 Bureau of Alcohol, Tobacco, Firearms, and Explosives. Congressional Budget Submission Fiscal Year 2019.
2018. 5.
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Prohibition on the Creation of a Registry

While, as noted above, the Attorney General has the
authority to prescribe certain rules and regulations to
enforce federal gun laws, 18 U.S.C. 926(a)(3) explicitly
prohibits the establishment of a registry of guns, gun
owners, or firearm transactions and dispositions:

No such rule or regulation prescribed after the

date of the enactment of the Firearms Owners’
Protection Act may require that records required
to be maintained under this chapter or any por-
tion of the contents of such records, be recorded

at or transferred to a facility owned, managed, or
controlled by the United States or any State or any
political subdivision thereof, nor that any system of
registration of firearms, firearms owners, or fire-
arms transactions or dispositions be established.

Nothing in this section expands or restricts the
Secretary’s authority to inquire into the disposition
of any firearm in the course of a criminal investiga-
tion.*

In addition to prohibiting a registry, the statute also
bans ATF from creating new rules to gather more gun
records for entry into its databases. Therefore, ATF is
prohibited both from creating a national gun registry,
and from imposing new rules requiring records be
transferred to a government facility.

Records Required to be Sent to ATF

Although ATF is prohibited from creating a national
gun registry, federal law does permit the ATF to store
the firearm transaction records of out-of-business gun
dealers, and to use those records for certain specific,
limited purposes.

When a federal firearms licensee (FFL) discontinues
business operations (and there is no successor), the
statute requires the dealer to “deliver” its records to the
ATFE. 18 U.S.C. 923(g)(4) reads:

Where a firearms or ammunition business is dis-
continued... the records required to be kept by this
chapter shall... be delivered within thirty days

26 18 U.S.C. 926(a)(3).

after the business discontinuance to the Attorney
General.

Whereas 18 U.S.C. 923(c) mandates that Federal
Firearms Licensees maintain their records in a “bound
volume,” ATF has waived this congressional mandate
in favor of digitalization, to allow FFLs to “utilize ‘com-
puterized’ A&D records in lieu” of the paper records
discussed in the statute.”” Therefore, whereas ATF once
received and maintained shipping containers full of
disorganized boxes of physical, paper records, it now
often receives computerized data from dealers, such

as on flash drives and disks. In addition, whereas ATF
used to store paper records the way they were received,
the agency now converts all paper records into com-
puterized data.

As noted above, the statute specifies that out-of-busi-
ness records must be turned over to the Attorney Gen-
eral. But as explained, it seems unlikely Congress ever
imagined (much less intended) that ATF would receive
these records in a digitized (and thus easily searchable)
form, or that the agency would convert these records
into a centralized and searchable database.

RELATED CONGRESSIONAL APPROPRIATIONS
Prohibition on Searching Records by Name

In addition to FOPA’s prohibition on creation of a na-
tional gun registry, ATF is also prohibited from elec-
tronically accessing out-of-business records “by name
or personal identification code.” This prohibition began
as an annual appropriations rider in 1997, which was
made permanent in 2011 as part of the Consolidated
and Further Continuing Appropriations Act, 2012:

[t]hat, hereafter, no funds made available by this or
any other Act may be used to electronically retrieve
information gathered pursuant to 18 U.S.C. 923(g)
(4) by name or any personal identification code.?®

Notably, this prohibition does not prohibit the elec-
tronic retrieval of information by any category other
than “by name or any personal identification code”
Therefore, as detailed below, ATF has gone out of its
way to make the records it obtains retrievable by nearly

27 Bureau of Alcohol, Tobacco, Firearms, and Explosives Response to Gun Owners of America Freedom of In-

formation Act Request 2020-0802 Release One. 209.
28 Public Law 112-55.
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every other category, including by serial number,
make, model, and weapon type.

Prohibition on the Centralization or
Consolidation of Records

In addition to the prohibitions listed above, ATF is also
prohibited from consolidating or centralizing records
of the acquisition and disposition of firearms. This pro-
hibition began as an appropriations rider in 1978, and
was made permanent in 2011 as part of the Consolidat-
ed and Further Continuing Appropriations Act, 2012:

[t]hat no funds appropriated herein or hereafter
shall be available for salaries or administrative
expenses in connection with consolidating or
centralizing, within the Department of Justice,
the records, or any portion thereof, of acquisition
and disposition of firearms maintained by Federal
firearms licensees.”

In other words, ATF is not permitted to consolidate

or centralize any portion of gun sale records it ob-
tains. However, documented throughout ATF’s FOIA
response to GOA is the admission and evidence of a
centralized database of gun and gun owner records, as
well as numerous instances where portions of records
are consolidated on portable media storage devices and
in various smaller databases and servers.

Appropriations for Microfilm and Microfiche
Record Management Systems

In addition to the several above prohibitions Congress
has imposed on ATF’s maintenance and use of records,
Congress has also appropriated funds specifically
related to ATF’s out-of-business recordkeeping as they
relate to microfilm and microfiche records, on two
occasions.

Congress first appropriated $650,000 for ATF to “im-
prove information retrieval systems at the National
Firearms Tracing Center” or NTC.** In connection
with a later appropriations act,” these funds were used
by the Bureau of Alcohol, Tobacco, Firearms, and

29 Ibid.
30 Public Law 102-141.
31 Public Law 103-329.

Explosives to convert paper records into microfilm and
microfiche, as well as to set up a computer system for
tracking which records were located on which micro-
film or microfiche roll and frame.*

Appropriations Do Not Supersede Statute
While Congress has seen fit to place restrictions on
ATF’s ability to create a gun registry through various
statutory and appropriations act restrictions, other
appropriations have been made for questionable and
perhaps unauthorized salaries and expenses—such
as the enactment of a computerized microfiche and
microfilm system.

It must be noted that congressional appropriations
cannot supersede congressional authorization provid-
ed in the form of a statute. In other words, while Con-
gress may have earmarked money for a specific cause,
an agency does not have blanket authority to ignore an
existing statutory prohibition when allocating those
funds.

At the time, congressional appropriations also restrict-
ed ATF’s ability to centralize and consolidate records
by statute, ATF was still prohibited from creating a
registry of guns and gun owners. Therefore, at most
ATF was appropriated funds to “improve information
retrieval systems”** while not “consolidating or central-
izing... records, or any portion thereof”

Conference Report Earmarks for Digital Record
Conversion

Congressional appropriations act conference reports
have specifically discussed ATF’s out-of-business re-
cordkeeping, as it relates to the agency’s conversion of
records to digital images, on two occasions.

In the 108th Congress, conferees earmarked $4.2
million of funding for “converting tens of thousands
of existing records of out-of-business Federal firearms
dealers from film to digital images at the National
Tracing Center.”* Again, in the 109th Congress a sec-
ond committee report also designated further funding

32 Government Accountability Office. Federal Firearms Licensee Data — ATF’s Compliance with Statutory

Restrictions. 1996.
33 Public Law 102-141.
34 H. Rept. 108-792.
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for ATF to “continue the conversion and integration of

records.”

Conference Report Earmarks Do Not Supersede
Statute

Lacking even more in authority than a congressional
appropriations bill, congressional conference report
language cannot supersede congressional authorization
provided in the form of a statute.

In other words, contemporaneous congressional
appropriations restrictions prohibiting ATF from
“consolidating or centralizing” records or searching
for information “by name” still have the force of law.
Therefore, at most, ATF was appropriated funding to
convert paper and/or microfiche records into “digital
images” but without “consolidating or centralizing”
those records, or searching those records by name. By
statute, ATF was still prohibited from creating a regis-
try of guns and gun owners.

ATF Exploits One Statute to Undermine Another
In disregard of the statutory limitations on its author-
ity, ATF has justified the creation of a national gun
registry by stringing together and misinterpreting the
scope of its statutory authority. In obvious disregard
for the prohibition on maintaining a centralized data-
base of firearms and gun owners, ATF now digitizes
all dealer out of business records, and formats them all
into a single, centralized, searchable database known as
the Out of Business Record Imaging System or OBRIS.
If this sounds like a registry, that’s because it is.

Moreover, while Congressional appropriations restric-
tions ostensibly limit ATF’s ability to electronically re-
trieve records by name and to centralize or consolidate
records, ATF’s database is searchable by nearly every
data point except by name and ATF openly admits that
its program is centrally managed.

WHAT RECORDS IS ATF KEEPING?

ATF requires a variety of documents be maintained by
firearm dealers, and to be delivered to ATF upon dis-
continuance of a Federal Firearms Licensee’s business,
the latter known as “out-of-business records.” Some

of these forms contain personal gun, gun owner, and
firearm transaction information, while other records

35  H.Rept. 109-272.

do not.

ATF’s Out of Business record registry includes the
following records:*

« Original Federal firearms license

o Acquisition / Disposition (A&D) Records (a
“bound book” listing acquisitions and disposi-
tions)*

o ATF Forms 4473 — Firearms Transaction Records*

o ATF Forms 3310.4 — Report of Multiple Sales or
Other Disposition of Pistols and Revolvers*

o ATF Forms 3310.12 — Report of Multiple Sales or
Other Disposition of Certain Rifles*

o ATF Forms 3310.11 — Federal Firearms Licensee
Theft / Loss Report

o Law Enforcement Certification Letters

* Indicates that a record contains personal gun, gun
owner, and firearm transaction information.

36 Bureau of Alcohol, Tobacco, Firearms, and Explosives Response to Gun Owners of America Freedom of In-

formation Act Request 2020-0802 Release One. 14.
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EXAMPLE FIREARMS TRANSACTION RECORD / FORM 4473
PAGES WITH PERSONAL DATA

OMB No. 1140-0020
U.S. Department of Justice

Bureau of Alcohol, Tobacco, Firearms and Explosives Firearms Transaction Record

WARNING: The information you provide will be used to determmne whether vou are prohibited by Federal or State law from tecerving Transferor’s/Seller’s

a firearm. Certain violations of the Gun Control Act, 18 U.S.C. 921 et. seq,, are pumshable by up to 10 years imprisonment and/or up fo a Transaction Serial
$250,000 fine. Any person who exports a firearm without a proper authorization from either the Departmznt of Commerce or the Number (if any)
Department of State, as applicable, 1s subject to a fine of not mors than $1,000,000 and up fo 20 years impnsonment.

Read the Nofices, Instructions, and Definitions on this form. Prepare in original only at the licensed premises (including business
temporarily condueted from a qualifying gun show or event in the same State in which the premises is located) unless the transaction
qualifies under 18 U.8.C, 922(c). All entries must be handwritten in ink unless completed under ATF Rul. 2016-2. PLEASE PRINT.

Section A - Must Be Completed By Transferor/Seller Before Transferee/Buyer Completes Section B
L. 2. 3. [ 4. 5
Manufacturer and Importer (if any) Model Serial Number Type Caliber or
(If the mamifacturer and importer ars (if designated) Gaugs
different, include both.)
i
2
3
6. Total Number of Firearms to be Transferred (Please spell total number e.g., 7. Check if any part of this transaction is a pawn redemption. D
one, two, ete. Do not use numerals.) Record Line Number(s) From Question 1:

8. Check if this transaction is to facilitate a private party transfer. D
Section B - Must Be Completed Personally By Transferee/Buyer

9. Transferee’s/Buyer’s Full Name (Iflegal name contains an mitial only, record the initial followed by “10™ in quotes. Ifnomiddle imtial or narne, record “NMN™)

First Name Middle Name

Last Name (including suffix, e.g., Ir, St, IT, TIT)

10. Current State of Residence and Address (UJ.S. postal abbreviations are acceptable. Cannot be a post office box.)

Number and Street Address City State | ZIP Code | County/Parish/Borough
11. Place of Birth 12. Height [13. Weight |14, Sex 15. Birth Dat
.S, City and State -OR- |Foreign Country Ft. (bs) | ] Male Month Day Year
- [ | Female
In. . [ ] Nen-Binary

16. Social Security Number {optional, but will help prevent misidentification) | 17, Unique Personal Identification Number (UPIN) or Appeals Management
Database Identification (AMD ID) (if applicable)

18.a. Ethnicity 18h. Race (Select one or more race in 18.b. Both 18.a. and 18.b. must be answered.)
|—| Hispanic or Latino r‘ American Indian or Alaska Native [—| Black or African American l_ White
|_| Not Hispanic or Latino u Asian D Native Hawaiian or Other Pacific Islander

19, Country of Citizenship: (Check/List more than one, if applicable. Nationals of the United States may check U.S.A)
D United States of America (U.S.A) j Other Country/Countries (Specify):

20. If vou are an alien, record your U S.-issued alien or admission number (AR#, USCIS#, or [94%):

21. Answer the following questions by checking or marking either the “yes” or “no” box to the right of the questions: Yes | No

a.  Are you the actual transferee/buyer of the firsarmis) listed on this form and any continuation sheet(s) {ATF Form 5300.9A)?
Warning: You are not the actual transferee/buyer if you are acquiring the firearm(s) on behalf of another person. If you are
not the actual transferee/buyer, the licensee cannot transfer the firearm(s) to you. Exception: If vou are only picking up a repaired I
firearm(s) for another person, vou are not required to answer 21.a. and may procead to question 21.h.

b.  Are you under indictment or information in any court for a felony, or any other crime for which the judge could imprison you for more

than one year, or are youa current member of the military who has been charged with violation{s) of the Uniform Code of Military O] O
Justice and whose charge(s) have been referred to a general court-martial?

¢. Have youever been convicted in any court, including a military court, of a felony, or any other erime for which the judge could have mlln
imprisoned vou for more than one year, even if you received a shorter sentence including probation? —

d. Are youa fugitive from justice? R RN

e.  Are you anunlawful user of, or addicted to, marijuana or any depressant, stimulant, narcotic dmg, or any other controlled substance?
Warning: The use or possession of marijuana remains unlawful under Federal law regardless of whether it has been legalized or decriminalized Ol O
for medicinal or recreational purpeses in the state where you reside.

Previous Editions Are Obsolete ATF Form 4473 (5300.9)
Page 1 of 6 STAPLE IF PAGES BECOME SEPARATED Revised May 2020

Figure 1. Note required sensitive information in Section A Boxes 1-5, Section B Boxes 9-20



f.  Have you ever been adjudicated as a mental defective OR have you ever been committed to a mental institution?

g. Have you ever been discharged from the Armed Forces under dishonorable conditions?

h.  Are you subject to a court order, including a Military Protaction Order issued by a military judge or magistrate, restraining you from
harassing, stalking, or threatening your child or an intimate partner or ¢hild of such partner?

i. Have you ever been convicted in any court of a misdemeanor crime of domestic violence, or are you or have you ever been a member of
the military and been convicted of'a crime that included, as an element, the use of force against a person as identified in the instructions?

1. Have you ever renounced your United States citizenship?

k. Are youan alien illegally or unlawfully in the United States?

2111,  Are youan alien who has been admitted to the United States under a nonmimmigrant visa?
211.2. Ifyouare such an alien do you fall within any of the exceptions stated in the instructions? (U.S. citizens/nationals leave 21.1.2. blank})

I certify that my answers in Section B are true, correct, and complete. 1 have read and understand the Notices, Instructions, and Definitions on ATF Form
4473. I understand that answering “yes” fo question 21.a. if I am not the actual transferee/buyer isa crime punishable as a felony under Federal law,

and may also violate State and/or local law. 1 understand that a person who answers “yes” to any of the questions 21.b. through 21.Kk is prohibited from
receiving or possessing a firearm. [ understand that a person who answers “yes” to question 21.1.1. is prohibited from receiving or possessing a firearm,
unless the person answers “yes” to question 21.1.2. and provides the documentation required in 26.d. 1 also understand that making any false oral or
written statement, or exhibiting any false or misrepresented identification with respect to this transaction, is a crime punishable as a felony under Federal
law, and may also violate State and/or local law. 1 further understand that the repetitive purchase of firearms for the purpose of resale for livelihood and
profit without a Federal firearms license is a violation of Federal law.

EEEEEEEEE
ooloo| ol o oo

22, Transferee’s/Buyer’s Signature 23. Certification Date
Month ‘ Day Year
Section C - Must Be Completed By Transferor/Seller Prior To The Transfer Of The Firearm(s)
24, Category of firearm(s) to be transferred (check or mark all that apply): 25. Ifsale or transfer is at a qualifying gun show or event:
D Handgun D Long Gun D Other Firearm (frame, receiver, efc.} | Name of Function:
(rifle or
shotgumn) City, State:
26.a. ldentification {e.g., Virgima driver’s license (VA DL} or other valid government-1ssued photo identification including mulitary D)
Issuing Authority and Type of Identification Number on Identification Expiration Date of Identification (if any)
Month Day Year

26.b. Supplemental Government Issued Documentation (if identification document does not show current residence address or full legal name)

26.¢. Official Military Orders Establishing Permanent Change of Station (PCS):
PCS Base/City and State: PCS Effective Date: PCS Order Number (if any):

26.d. Exception to the Nonimmigrant Alien Prohibition: If the transferee/buyer answered “yes™ to 21.1.2. record the type of documentation showing the
exception to the prohibition and attach a copy to this ATF Form 4473:

27 .a. Date the transferee’s/buyer’s identifying information in Section B was | 27.b. The NICS or State transaction number (if provided) was:
transmitted to NICS or the appropriate State agency:

Month ‘ Day Year
27.¢c. The response initially provided by NICS or the appropriate State 27.d. Prior to transfer the following response(s) was/were later provided
agency was: by NICS or the appropriate State agency:
D Proceed D Delayed D Proceed (date) D Overturned
D Denied [The firearm(s) may be transferred on :I Denied (date)
if State law permits (optional)] —
D Cancelled S :I Cancelled (date)

j No response was provided within 3 business days.

27.e. After the firearm was transferred, the following response was provided by NICS or the appropriate State agency (if applicable) on:
(date). D Proceed D Denied j Cancelled

27.f. Name and Brady identification number of the NICS examiner (optional} |27.g. Name of FFL Employee Completing NICS check. (optional)

(name) (number)

28. D No NICS checek is required because a background check was completed during the NFA approval process on the individual who will receive
the NFA firearm(s), as reflected on the approved NFA application.

ATF Form 4473 (5300.9)
Page 2 of 6 STAPLE IF PAGES BECOME SEPARATED Revised May 2020

Figure 2. Note required sensitive information in Section C Box 24’s Weapon Category
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ILLEGAL ATF GUN REGISTRY
EXPLAINED

Nearly four decades after the Firearms Owners’ Pro-
tection Act first prohibited a national gun registry, and
many millions of dollars in taxpayer funding later, ATF
has reached a point where it has converted nearly one
billion records (required to be kept by FFLs) into a sin-
gle, centralized, and searchable national gun registry,
that is routinely searched by multiple data fields (ex-
cept, reportedly, by gun owner name). While ATF and
others maintain this does not constitute a gun registry,
and that all relevant statutes and restrictions are being
adhered to, the information referenced in this section,
revealed in a FOIA response by ATF to Gun Owners of
America, proves otherwise.

SEARCHABILITY AND ACCESSIBILITY OF OUT-
OF-BUSINESS RECORDS

lllegal Searchability and Accessibility of Records
Summarized

Everyone from Members of Congress® to Big Tech*®
have berated Gun Owners of America for reporting
that ATF’s database of gun owner records is searchable.
But the registry is, in fact, searchable by and through
several different programs and functions.

Indeed, ATF maintains only that registry records in
their final file format are not searchable by name. What
ATF does not mention, however, is that throughout

its processes to digitize and consolidate records, the
records are received from dealers and maintained by
ATF in fully searchable formats (including by name).
Moreover, ATF’s centralized database, even in its final
form, is fully searchable by text for any of a variety of
other factors (just not by name, supposedly).

What is more, it appears the only reason ATF’s registry
is not searchable by name is because ATF has merely
disabled the ability for its software to search that par-
ticular record field. Of course, something that is so eas-
ily disabled could be easily re-enabled. In other words,
this terrifying and legally prohibited power resides at

ATF’s fingertips, and American gun owners are merely
relying on the agency’s promise that it is not and will
not abuse that power.

As detailed below, ATF records reveal its gun registry
to be searchable by weapon type, make, model, seri-

al number, and caliber, among other functions. This
search functionality is, for example, all that is neces-
sary to generate a door-to-door confiscation list for

a semi-automatic weapons ban, a so-called “assault
weapons” ban, or President Biden and ATF’s upcoming
ban on AR-15 pistols.*

Search Functionality Through Software and File
Formats

By statute, Federal Firearms Licensees are required

to maintain records in a paper format. However, with
FFLs maintaining computerized records “in lieu” of
the statutory requirements for “bound volume(s],” ATF
has taken to receiving and maintaining these comput-
erized records as well—despite the various statutory
prohibitions on consolidating and centralizing re-
cords.*

Moreover, throughout ATF’s media conversion pro-
cess, dealer records are maintained in file types that

are inherently searchable. ATF also uses a variety of
programs which allow or include unlimited search
functionality. The processes, programs, and file formats
used to convert and store records varies based upon
the format by which each record was received by ATE.

Paper Records

When ATF receives paper records from dealers, they
are run through Imaging Business Machines L.L.C.
(IBML) ImageTrac scanners to turn them into digi-
tized form.

According to the ImageTrac Client User Guide provid-
ed by ATFE, the machines are capable of utilizing IBMLs
proprietary software (and registered trademark) Doc-
Netics.* According to IBMLs Capture Suite Brochure,
DocNetics “[i]ncludes powerful recognition engines
for” the following image conversion capabilities:

37 Swalwell. President Biden Does Not Want to Take Your Guns Away. Newsweek. 2022.

38 Johnston. Facebook Censors ATFs Gun Registry With Error-Laden USA Today “Fact Check”. 2022.

39 ATF 2021R-08 Factoring Criteria for Firearms With Attached “Stabilizing Braces”.
40 Bureau of Alcohol, Tobacco, Firearms, and Explosives Response to Gun Owners of America Freedom of In-

formation Act Request 2020-0802 Release One. 209.
41 Ibid. 147.
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« OMR (Optical Mark Recogni-

tion)
« MICR (Magnetic Ink Character

Recognition)

« Barcode recognition
o DocType (document type classi-

fication)

o Logo Detection

« ICR (Intelligent Character Rec-
ognition)

« IWR (Intelligent Handwriting
Recognition) for cursive hand-
writing.*?

IBML advertises the quality control
capabilities of DocNetics as able to
“Check[ ...] OCR data” (or Optical
Character Recognition data), “flag
documents for rescanning,” and
“redact part of documents for securi-
ty.”* In effect, ATF can read all of the handwriting on
a particular Firearms Transaction Record and turn
the entire record into digital searchable data. Techni-
cally, DocNetics is capable of disabling a single portion
of the document (such as a field for “name”) from be-
ing searched. Notably, like with ATF’s final, searchable
database, this feature can be enabled or disabled.

DocNetics is also advertised as being able to “[a]uto-
matically perform... database lookups to validate and/
or populate other fields,” indicating a capability to scan
a record and match it to another field. This technology
could easily be used to scan a Firearms Transaction
Record and match the record to a home address or, if
the search feature were enabled for the name field on
the record, to match a record to a particular name.

The potential for abuse is thus readily apparent. Al-
though ATF claims that it does not search its records
by name, it can search by address. Thus, once a partic-
ular gun owner (target) is identified, it would seem that
ATF could simply search for all firearms owned by that
person, by matching up records with the same address,
birth date, social security number, etc. Theoretically,
ATF could also identify family members who share the

Figure 3. IBML DocNetics Scan and Optical Character Recognition of
Example Handwritten Patient Medical Data, Including the Patient’s Name,
Address, and Policy Numbers.

same address, along with neighbors, friends, etc. Or, as
noted above, ATF could simply compile a “hit list” of
all gun owners who purchased a certain type, make, or
model of politically unpopular firearm.

Digital Records

ATF Order 1340.6A documents that ATF requires re-
cords to be submitted by dealers as a “complete print-
out or download.” The download “must provide an
American Standard Code for Information Interchange
(ASCII) text file,” which is a searchable file format,
“containing all acquisition and disposition records”
that requires “no special processing.”**

In other words, ATF demands that out-of-business
dealers provide their records to ATF in a file format
that ATF is prohibited from searching.

If ATF determines that these dealer-submitted “media
data files are not... suitable for conversion” then it will
ask FFLs for an “alternate electronic media format”
which includes several searchable “Excel, PDE or text
file” formats.*® ATF then takes those digitized records
from dealers, and converts them for entry into ATF’s
centralized database.

42 Imaging Business Machines L.L.C.. Capture Suite Brochure. 4.

43 Ibid. 5.
44 Ibid. 14. 209.

45 Bureau of Alcohol, Tobacco, Firearms, and Explosives Response to Gun Owners of America Freedom of In-

formation Act Request 2020-0802 Release One. 14, 209.

www.GunOwners.org
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Media Conversion Process

S m——

ATF then takes the resulting files
and “convert[s] the data to the

| Ask for new media # possible

received from
out of business
FFLs

Meda and data s ready for
Intenm database

Onginal media
destroyed

Comma Separated Variable (CSV)
format,” which is also searchable.*®
Then ATF employees “[c]onvert
names to OBR codes” and “[s]epa-
rate address field into street address,

Load data to
intenim database

city, state, and zip code” to again

Electronic Media

Quality Control

Original media and data destroyed
upon approval

Figure 4. Media Conversion Process as of February 11, 2022

During the National Tracing Center process, records
are imaged as PDFs and a “Jpgconvert” command
is run; both PDF and .jpg file types are searchable
formats.* Further, records are “Xeroxed” into PDFs,
which are searchable, and subsequently emailed.*”

During the media conversion process, data is kept in
several file formats. In fact, ATF employees apparently
take searchable Excel (.xls) files and transform the data
by “type of licensee... serial number... [and] acquisi-

tion date” to make the information more easily search-
able.*®

Searchable text (.txt) files are then converted into
searchable “Excel spreadsheet[s]” and the informa-
tion is “delimit[ed]” to also make the data more easily
searchable.®

46 Ibid. 22-23.
47 Ibid. 27-31.

* Load into ECM Database
from removabie storage device

make the data more easily search-
able.”! This CSV data is accessed by
Adobe PDE which includes search
functionality.”

The converted media and images are
then put on a media storage device
with a “directory that contains all
the data files which will all have a
“txt’ extension,” which is search-
able, just prior to being delivered to
OBRIS.” One such file referred to in
the guide is the “Weapon.txt (OBR_
WEAPON_TRANSACTIONS
Table)” ATF describes a hypothetical whereby some
data was incorrectly entered. The example casually
describes registering 8000 weapons at once:

Page 1

[I]f the original .txt file contains lines for 8000
weapon transactions and 5 records cause errors
and are copied to the .bad file, the 7995 records will
have been successfully added to the database. Only
the 5 errors need be corrected and resubmitted.**

Records that are eventually stored in OBRIS are also
duplicated for a period of time. Even though converted
records have been uploaded to the final ATF OBRIS
system, searchable “[o]riginal media and converted
data files” are “maintained in a secure location or on
the secure stand-alone network environment (Media
Conversion Network) for a period of 30 days.”

48 Ibid. 211.

49 Ibid. 212.

50 Ibid. 212-213.

51 Ibid. 213.

52 Ibid. 214.

53 Ibid. 215.

54 Ibid. 217.

55 Ibid. 218.

14 Gun Owners of America
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Figure 5. Example FFL Search Criteria Results

FFL Number Wildcard Search
Sorting by Roll and Frame [ |
v/ FFL Search

FFL Number

(Will exclude linked FFLs)

Document Type
Roll

Frame

Batch Name

Indexed

<

Search Reset ‘

Discussing the agency’s ability to conduct “Serial Num-

ber Searches,” ATF plainly states that:

A user can filter results using Serial Number, Doc-
ument Type, FFL Number, Roll, Frame, Manufac-
turer, Weapon Type, Caliber, Model, Batch Descrip-
tion, Batch Name and Comments.”’

ATF could not more clearly describe the searchabili-
ty functionality (presently enabled) of a gun registry.
A simple query can turn up all firearms of a certain
make, model, weapon type, manufacturer, or even

a particular firearm by serial number. The ability to
search or create a list of gun owners by name is su-
perfluous should ATF agents intend to create a list of

Figure 6. FFL Search Criteria =
DATABASE AND PROGRAM SEARCH
FUNCTIONALITY FFL Mumber Wildcard Search | (Wil exclude linkad FFLs)
Digitdl Records Serial Mumber Wildcard Search [ ]
Throughout ATF’s media conversion process, the Sorting by Roll and Frame [ ]
agency routinely accesses data through software and v/ Serial Number Search
systems that are inherently searchable. Often, ATF’s T
procedural manuals will refer to the software’s search FFL Numbesr
functionality, which is documented in this section. Traacacion D >
Document Type [+ ]
ATF claims that it’s “Enterprise Content Management” s
and “OBR Image repository only allows NTC person- Sl
nel to search OOB records by FFL Number and Serial
Number>® However, ATF’s FOIA to GOA contains Search | Reset
records documenting far more functionality than ATF
admits.
Figure 7. Serial Number Search Criteria
56 Ibid. 12.
57 Ibid. 11-12.
www.GunOwners.org 15
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Figure 8. Example Serial Number Search Results

gun owners by weapon type, such as an AR-15. For
example, should ATF wish to target a certain type of
make or model of firearm for confiscation (such as an
AR-15), it could search for all owners of that type of
firearm, and then create a list of gun owners’ names
and addresses for confiscation. This is precisely what
Congress sought to avoid with its explicit statutory
prohibitions on such a registry.

ATF often touts that “[m]icrofilm or digital photo-
graphs” are “visually inspected to determine dispo-
sition data” such as personal gun owner information
when using the database, making it appear as if ATF’s

Scan Client

record searches merely involve visual examination of
nonsearchable image files.” On the contrary, the En-
terprise Content Management System which hosts all
the records has a “Quick Search drop down” available

once an employee has “logged in”>*

Further, the IBML “ImageTrac Scan Client User’s
Guide” contains directions detailing how the “search
feature” is not only accessed “by selecting Search from
the application menu” but also “by using the keyboard
shortcut Ctrl + E’® The search feature apparently in-
cludes the ability to “Search by” (1) “Document Data,”
(2) “Document Type,” and (3) “Document ID” and
includes various “filters”

When using IBML ImageTrac, the user guide
reveals that scans can be run through a post
scan processing tool or other software tool

in order to pull more data and information.®
IBML advertises PostScan as capable of cre-
ating “[i]mage and data archives” and “data
entry/automated data capture systems.”
Listed on the components diagram of the Im-
ageTrac scanner is even one part labeled the
»63

“Registration Module:

Figure 9. IBML Scan Client Getting Started Screen, with apparent

Search Functionality Icon Displayed in Red with a Magnifying

Glass and Green Checkmark.

58 Ibid. 13-14.
59 Ibid. 25.

60 Ibid. 116-117.
61 Ibid. 61-62.

ATF’s National Tracing Center process guide
also documents increased functionality. The

62 Imaging Business Machines L.L.C.. Capture Suite Brochure. 6.

63 Bureau of Alcohol, Tobacco, Firearms, and Explosives Response to Gun Owners of America Freedom of In-

formation Act Request 2020-0802 Release One. 61.
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“Webcenter Content” is capable of “system
Searches [sic]” which includes a “batch search”
which is routinely used to locate records.**

@ Digital Reel Training | Text Search © »

Watch later Share

An “operator can elect to view multiple batch
names in the search results” as well.® “Batches P .

are shown in the list by using the filtering sec- e x > a r c
tions at the top of the screen.” ATF operators e wF
may “[u]se the Search Batch Name feature to

search for a particular batch by name.”®

Watch on I YouTube

Finally, “[u]pon notification that the media
data/image files have been loaded into OBRIS,”
the final record database, the ATF quality con-
trol employee is directed to “Select Search.™”

Figure 12. Digital ReeL Training Video on Text Search
Functionality

Search for Documents

Microfilm and Microfiche Records

Nearly 400,000,000 Microfilm and microfiche records
are also stored in “Digital Reel [sic].”*® Digital ReeL is
- a proprietary microfilm and microfiche “conversion

Search By

*) Document Typs: solution” run by BMI Imaging Systems.*® On its web-
*Document 10| . site, BMI Imaging Systems advertises a “Digital ReeL
- Training Video” on “Text Search” functionality, stating:
hilod e | “Utilize text search to quickly and effectively locate

data. You don’t need to know where it is, just what it
is!”” Functionality is also advertised to include “[f]ull-

cancel | | text searching to locate words, phrases and numbers
across the entire archive.” This powerful functionality
Figure 10. IMBL ImageTrac Search Menu (the ability to search records by text) is hardly what
g ATF advertises when it discusses its Microfilm records.
MicR  FrontCamera Pocket
De-Double Module Module Module

Module

CONSOLIDATION AND CENTRALIZATION OF
OUT-OF-BUSINESS RECORDS
lllegal Centralization and Consolidation of Re-
cords Summarized
ATF’s digital database of nearly a billion records is
unquestionably centralized. ATF admits as much
throughout its FOIA response to GOA. Moreover,
when ATF takes records (paper or digitized) from vari-
ous FFLs across the country, and groups them together
Foeder Transport Pocket into ATF file systems, then hundreds of millions of
paper records have been consolidated into one com-
puterized system, in violation of the law.

Feeder
Module
Decision
Module

Figure 11. IBML ImageTrac Scanner Component
Diagram Highlighting “Registration Module”

64 Ibid. 22.

65 Ibid. 26.

66 Ibid. 94-95.
67 Ibid. 218.
68 Ibid. 8.

69 BMI Imaging Systems. Digital Reel. Conversion Solution.
70 BMI Imaging Systems. Digital Reel Training Videos.
www.GunOwners.org 17
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When analyzing ATF’s actions in the following sec-
tions, it is critical to remember that this prohibition
applies not only to the “records” but also “any portion
thereof” At nearly every step of its process of turning
millions of Firearms Transaction Records into a digital
searchable database, ATF violates this prohibition by
centralizing or consolidating various portions of deal-
ers out-of-business records.

ATF'’s Centradlization of Records

According to documents provided in ATF’s FOIA re-
sponse to GOA, “digital” records received from dealers
are “centrally managed and shared by multiple applica-
tions and business groups across the ATF enterprise”
using their Enterprise Content Management (ECM)
system.”!

Access requests for employees to use these systems are
also “centrally managed” through another broader sys-
tem known as the “Access (formerly eRequest) module
within the ATF Service Catalog.””?

In fact, ATF interprets part of the Firearms Owners’
Protection Act at 18 U.S.C. 923(g)(4) as a “mandate” to
“centralize out-of-business records of Federal Fire-
arms Licensees by establishing a records repository.”
For all its discussion of centralized management, ATF
has nothing to say about the Firearms Owners’ Pro-
tection Act prohibition on enacting a registry of guns,
gun owners, and firearm transactions on government
property.”?

Paper Record Centralization

Throughout the ATF’s National Tracing Center proce-
dural guidelines for scanning paper records are found
references to several computerized and centralized
networks used to consolidate these records.

While digitizing and scanning records, ATF employ-
ees “Log into” an “Image Server located on the shared
drive””* Of course, taking many records and consoli-
dating them onto a server or shared drive constitutes
the centralization of records.

ATF employees also go on to “log into” the ECM
system and “Upload images to Webcenter Content.” 7
In other words, ATF scans records into images. Then
these images are centralized on the “Webcenter” before
continuing the registration process.

At another point when scanning paper records, Fire-
arms Transaction Records are Xeroxed and emailed
around by ATF employees—indicating the files are
transferred via several different programs and server
clients with unknown security measures and de-dupli-
cation processes in place.”

When using the IBML ImageTrac machine to scan
paper records, “[d]ata communication between [a]
HostPC and the Transport PC... is established through
connection to [the] ImageServer” Again, records are
centralized between multiple Personal Computers and
a server in order to facilitate the consolidation of paper
records into digital files.”

Digital Record Centralization

When an FFL is turning over digital out-of-business
records, ATF recommends that, “if possible, as dictated
by the size of the file” that the FFLs should “email them
to” the NTC Receiving Section’s email address, rather
than transferring the electronic records via physical
storage device. During this additional email process,
records necessarily pass through whatever email clients
and related servers an FFL might chose as well as ATF’s
email servers and systems.”®

When ATF receives digital records, employees “copy

71 Bureau of Alcohol, Tobacco, Firearms, and Explosives Response to Gun Owners of America Freedom of

Information Act Request 2020-0802 Release One. 8.
72 Ibid. 12-13.
73 18 U.S.C. 926(a)(3).

74 Bureau of Alcohol, Tobacco, Firearms, and Explosives Response to Gun Owners of America Freedom of

Information Act Request 2020-0802 Release One. 17.
75 Ibid. 22.

76 Ibid. 27-31.

77 Ibid. 66-77.

78 Bureau of Alcohol, Tobacco, Firearms, and Explosives Response to Gun Owners of America Freedom of

Information Act Request 2020-0802 Release Two. 10.
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original data from media source to a secure stand-
alone network environment (Media Conversion Net-
work),” which is a centralized server on which records
are consolidated during the conversion process.”

When ATF receives a Text (.txt) file, it is converted into
a Comma Separated Variable (.csv) file and consolidat-
ed into the “eMEDIA SQU Server Database”®® This is
yet another server database containing a consolidated
portion of gun and gun owner records.

When operators “[1Joad TIFF images into the PEPS da-
tabase,” ATF notes that any errors in the process “will
be critical to the system [and will] generate...violations
in the database.” Therefore, ATF ensures that “batches
of image files” are not “processed through RBE” or the
“OBR RBE Server” unless the “database files have been
successfully copied.”® Indeed, these PEPS and OBR
RBE servers constitute additional servers centralizing
portions of records.

“Images [are d]elivered to OBRIS,” or the Out of Busi-
ness Record Imaging System which is the final central-
ly managed system of records. ATF Employees “Login
to OBRIS” and can search it to electronically retrieve
gun and gun owner information.*

As it turns out, records remain in duplicate for some
time, during which both portions are centralized: (1)
all ATF records are centralized on OBRIS and (2) a
portion of the records are centralized on the Media
Conversion Network. “Original media and converted
data files” are “maintained in a secure location or on
the secure stand-alone network environment (Media
Conversion Network) for a period of 30 days” prior to
approval for destruction.®

ATF's Consolidation of Records
When the Firearms Owners’ Protection Act was enact-
ed, ATF’s record “system” was comprised of shipping

containers full of old records, which the agency could
sort through manually and access specific files should
it ever need to perform a firearm trace for a particular
firearm. Over the years, however, ATF consolidated
records into a microfilm and later a computerized,
digitized format, where they can be accessed from a
centralized system. Consolidated records greatly in-
crease the speed and ease at which the ATF can access
gun and gun owner records.

ATF routinely receives and stores Firearms Transaction
Record data on “[P]ortable storage device[s] such as
USB, CD, DVD, diskette, floppy disk, etc.”** “[B]atches”
of records and “data files” are routinely “copied to the
media storage devices” and then copied again onto

a workstation prior to delivery into the final OBRIS
database.®” When multiple records and data files from
numerous out-of-business dealers are copied onto a
single storage device, those records by definition have
been consolidated.

ATF’s National Tracing Center procedures also reveal
a great deal of record consolidation. After scanning
images and while using Adobe Acrobat PRO, an ATF
“operator can elect to view multiple batch names in the
search results by eliminating a digit(s) at the end of the
batch name”” Essentially, multiple records are scanned
into batches, and multiple batches can be accessed at
once, consolidating many records into one repository.*

Data from these records is also consolidated into vary-
ing data sets. Scans are used to “produce files necessary
for loading into OBR and IMAGING system.” First,
some data is consolidated to generate a “weapons.csv”
for “load[ing] into [the] OBR table” Other “meta data”
is consolidated into a “batches.csv.” Finally, other data
is consolidated into a “tiff_xxxxxxxx.csv spreadsheet[
which is] used to create TIFF image files for IMAG-
ING load?” This data is then “[p]lace[d] in [a] folder
until ready to copy to formatted media storage device

79 Bureau of Alcohol, Tobacco, Firearms, and Explosives Response to Gun Owners of America Freedom of

Information Act Request 2020-0802 Release One. 211.
80 Ibid. 213.

81 Ibid. 216-217.

82 Ibid. 217.

83 Ibid. 218.
84 Ibid. 209.
85 Ibid. 215.
86 Ibid. 26.
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for upload into OBRIS...”¥ In other words, informa-
tion from many individual records is consolidated into
files by data type, consolidated into a folder, then con-
solidated again onto a single portable media storage
device before being finally consolidated into a centrally
managed database.
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87 Ibid. 215.

CAUSE FOR SECURITY CONCERN

According to ATF, nearly 400 users have access to
nearly a billion private gun and gun owner records.
335 employees have access to the database with “OBR_
SEARCH?” access with search functionality. Another 64
ATF employees have “OBR_ADMIN” or administra-
tive access to the records.*® ATF records do not discuss
the qualifications of these hundreds of ATF employees
to be entrusted with this sensitive information such

as, for example, whether such personnel are vetted, in-
terviewed, hold a security clearance, etc. Nor has ATF
provided any proof that OBRIS records are housed in
any sort of secure location, such as a “sensitive com-
partmented information facility” like those used by the
FBL

Throughout ATF records, terminology such as “se-
cure stand-alone network environment” and “secure
location” occur only a handful of times throughout a
process filled with dozens of potential vulnerabilities
since downloadable, transferrable, unencrypted files
are mailed to ATF by FFLs and transported throughout
the registration process on USB drives, CDs, DVDs,
and floppy disks. ATF guidance® provides no instruc-
tions for encrypting the data or mailing it securely,
even though hundreds of millions of packages are
stolen a year and package theft is only on the rise as of
late. Have packages ever gone missing or been stolen
while in transit to the National Tracing Center?

While we don’t know the answer to that question,

we do know that ATF mandates that boxes of physi-
cal records to be mailed to NTC must be identifiably
marked as gun records with the FFLs license number
and marked “National Tracing Center—Out of Busi-
ness Records Repository.” In other words, the boxes are
marked “steal me, I contain the names, addresses, and
social security numbers of countless gun owners.””

At one point, some records are even Xeroxed and
emailed internally. But, it gets worse. ATF prefers FFLs
to email their digital records to ATF when they go out
of business in an unencrypted and searchable format!*!

88 Bureau of Alcohol, Tobacco, Firearms, and Explosives Response to Gun Owners of America Freedom of

Information Act Request 2020-0802 Release One. 13.

89 Bureau of Alcohol, Tobacco, Firearms, and Explosives Response to Gun Owners of America Freedom of

Information Act Request 2020-0802 Release Two. 3-12.
90 Ibid. 11.
91 Ibid. 10.
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What servers are these records being uploaded to and
transmitted through. How does ATF keep emailed re-
cords secure from third parties or even corporate data
collection? Are the records ever archived and stored on
email servers, or is there a policy for eliminating the
storage duplicated and permanently archived records
emailed to ATF by FFLs?

Yet in spite of this seeming utter lack of security over
this mountain of sensitive gun owner information, the
ATF OBRIS system is perhaps the greatest database

of American citizens who are actively exercising any
enumerated constitutional right. This system includes
extremely sensitive information, such as Social Se-
curity numbers and address information for people
who own firearms, as well as the make, model, and
serial numbers of the specific firearms they own. As
such, one would expect to see a plethora of redundant
security measures and precautions to keep this treasure
trove of data from being misused or falling into the
wrong hands.

Indeed, the OBRIS system is a database cataloging
several decades of Americans’ exercise of their Second
Amendment right to keep and bear arms. Since a well-
armed citizenry provides not only for personal protec-
tion of citizens, but also ensures “the security of a free
state,” the vast scope of centralized records contained
in this single governmental database presents serious
national security concerns. Should the information
contained in ATF’s system fall into the wrong hands
(such as a disgruntled or rogue ATF employee, a hos-
tile actor, or even a foreign state, including potentially
this nation’s enemies), we run the risk that one day we
might see a literal “Red Dawn” door-to-door confisca-
tion type of event on a national scale.

Indeed, ATF has yet to provide gun owners any as-
surances that such a security breach has not already
occurred. And whereas ATF promises that it has “dis-
abled” the search feature so that OBRIS records cannot
be searched by name, one would not imagine that the
People’s Republic of China would similarly abide by
such voluntary self-limiting principles when entering
ATPF’s billions of data points into its “social credit”
system.

The significance of these security threats is that a for-
eign or domestic actor could jeopardize the safety of
gun owners if the information on this registry were to
fall into the wrong hands. If the Chinese government,
or other human rights violators, were to gain access to
the information of private citizens who protest against
their regimes, what is stopping those countries from
blackmailing private citizens with releasing their home
address, the types of guns they own, and how many? If
a domestic individual or group decides to threaten an
individual by publicly releasing their private informa-
tion, it could lead to dangerous consequences which
are only there in the first place because of the illegal
actions of ATFE.

Such possibilities are not remote, but have actually
happened as recently as 2017, when the gun owner
registry of concealed carry permit holders maintained
by the state of Florida was hacked:

The names of some 16,000 concealed weapon per-
mit holders were revealed when the Department
of Agriculture and Consumer Services’ computer
network was hacked earlier this month. ... hackers
broke the security wall to the on-line registration
program a couple weeks ago and now know the
names of 16,000 Floridians who are licensed to
carry a firearm.”

Likewise, in 2012, government bureaucrats gave The
Journal News the names and addresses of all handgun
permit holders in New York’s Westchester and Rock-
land counties pursuant to a Freedom of Information
Act request, leading to the publication of an interactive
map of where gun owners lived in those counties.”

That same year, WRAL-TV also published an article
with a section entitled “Find concealed carry per-
mit-holders in your area”—publicly sharing a database
of gun owners searchable by address.”*

Similarly, The Roanoke Times used Virginia’s gun
owner registry to publish a map including the names
and addresses of everyone with a concealed handgun
permit.”

92 James Call. Foreigners Hack Floridas Gun Database. 2017.

93 Maas and Levs. Newspaper sparks outrage for publishing names, addresses of gun permit holders. 2012.
94 Hammack. Should Gun Data Lists Be Muzzled? 2019.
95 Riehl. North Carolinas WRAL-TV Publishes Identifying Info of Concealed Carry Holders. 2012.
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It’s the government’s duty to protect all of the rights of
its citizens: both free speech and privacy, in addition
to their right to keep and bear arms. There are many
questions about the security of this registry which are
cause for concern, but which ATF has not addressed:

1. Are records only accessible from secured worksta-
tions at ATF facilities, or are they remotely accessi-
ble?

2. Are there measures in place to ensure that records
accessed remotely are only accessed in connec-
tion with a criminal investigation, or are all access
requests granted “in good faith?”

3. Have any ATF employees ever been fired for, con-
victed, or suspected of misusing this database?

4. Does ATF have any system in place to monitor,
catalogue, audit, or otherwise analyze the accessing
of the records contained within its registry?

5. What security measures would stop a third party
from utilizing accounts with access to the data-
base—either by consent or through coercion of an
ATF employee?

6. Who has physical access to paper records or serv-
ers on which these digital records are stored at all
steps of processing records into the OBRIS data-
base—beginning when records are mailed from an
FFL and ending with the destruction of original
records and the deletion of duplicates?

Even if all of these questions are answered, it would
still do nothing to reduce the security risk inherently
posed by the ATF records system. As was previously
demonstrated, the information is searchable and is
stored on a central system which is housed in digital
format. Its mere existence poses a threat to “the se-
curity of [our] free State” as protected by the Second
Amendment.
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THE BIDEN ADMINISTRATION'S
RECENT ILLEGAL REGISTRY
EXPANSION

ILLEGAL REGISTRY EXPANSION SUMMARY

As revealed by this report, ATF maintains an ille-

gal, searchable, and centralized gun registry with
920,664,765 out-of-business records, as of November
2021. However, ATF does not require that records old-
er than 20 years be kept by FFLs or turned over to ATF
upon business discontinuance. Instead, the records can
be destroyed.”

However, the Biden Administration has finalized a
rule, slated to go into effect on August 24th, 2022,
which will mandate that every Firearms Transaction
Record be kept permanently—eliminating an FFLs
ability to destroy records older than 20 years. With
every Firearms Transaction Record kept forever, these
forms will eventually become out-of-business records
and permanently end up in ATF’s illegal gun registry
of every commercially transferred firearm in the Unit-
ed States.

The implementation of this rule to expand ATF’s gun
registry constitutes a clear violation of the Firearms
Owners’ Protection Act, which prohibits “any rule

or regulation” from being newly enacted to require
records be transferred to the government. The Biden
Administration would create a complete national gun
registry, to supersede ATF’s existing partial national
gun registry, and would require that more records be
kept on government property. Gun Owners of America
is currently preparing a lawsuit to halt the implemen-
tation of this illegal gun registry expansion. But litiga-
tion can be a slow process, and the threat of tyranny is
around the corner. Congress must act!

96 27 C.FR. 478.129.
97 50 Federal Register 155. 26702.

98 Ibid.

99 Ibid.

100 Ibid. 26703.
101 Ibid.

102

RECORDS ARE REQUIRED TO BE KEPT FOR AT
LEAST 20 YEARS

Since the passage of the Gun Control Act of 1968, gun
owners have been filling out Forms 4473 or Firearms
Transaction Records prior to purchasing a firearm.
Federal Firearms Licensees were “required to keep re-
cords pertaining to firearms transactions indefinitely”
and “on a permanent basis.””” However, due to “ev-
er-increasing storage costs” by FFLs and ATF’s record
center, ATF began to study the usefulness of these
records.

In 1985, ATF determined that,

relatively few requests for traces of guns involved
transactions older than 20 years. Accordingly, a
20-year record retention period would not have
a significant impact on ATF’s capability to trace
crime-related firearms.”®

ATF also reported a “diminished frequency in utilizing
records over 20 years of age” and therefore found that
a permanent record retention policy was “not justifi-
able””

In fact, based on “calendar year 1982 as [its] base,”
ATF instituted this rule knowing it would result in

“a loss of ” their ability to trace “approximately 14%”
of all firearms each year. With its “20 year retention
period” ATF estimated that “86% of the traces could
be made.'® At the time, “ATF [wa]s of the opinion that
this loss can be justified.”'"!

Since the institution of the 20-year record retention
policy, ATF’s ability to trace crime guns has skyrock-
eted 6900%—rather than plummeted—even with the
increasing popularity of homemade firearms! Whereas
ATF told Congress that in 2021 it received 548,186
firearm trace requests'® the White House claims that,
only about

1,300 firearms a year are untraceable because the

Letter from Daniel L. Board Jr., Assistant Director of Government Affairs for ATF to Rep. Michael Cloud

and 51 Other Members of Congress Concerning ATF’s Gun Registry. 2021.
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tederally licensed firearms dealer destroyed the rel-
evant records that were more than 20 years old.'”

According to these ATF numbers, then, only 0.2% of
all trace requests are unable to be completed because
of ATF’s 20-year retention policy. Meanwhile, ATF’s
ability to trace firearms has increased 6900% compared
to its original estimate during the 1985 rulemaking
process.

President Biden’s new record retention policy is not
about tracing more guns, it is about retaining all Fire-
arms Transaction Records in a digital, searchable reg-
istry. During the 1985 rulemaking process, one com-
mentor even advocated for a ten-year retention period
“to allay fears that the recordkeeping will be used as a

data base for future firearms registration.”**

ATF ILLEGALLY ACCEPTS RECORDS FROM
ACTIVE FEDERAL FIREARMS LICENSEES

ATF’s authority to accept out-of-business records can
only be justified by 18 U.S.C. 923(g)(4), which contem-
plates receiving records from a discontinued licensee.
However, an ATF ruling provides a process for active
FFLs to send Firearms Transaction Records to ATF
prior to business discontinuance:

It is strongly recommended that upon reaching 20
years, those electronic firearms acquisition and dis-
position records be either permanently maintained
by the licensee or forwarded to the ATF Out-of-
Business Records Center for preservation.'®

Apparently, for years these records older than 20 years
have been sent to ATF by active FFLs, and were kept at
the Out-of-Business Records Center even though they
were not the records of out-of-business FFLs. Accord-

ing to ATF Order 1340.6B, the bureau even,

“obtain[s] a written statement from the FFL that
clearly states that the FFL is not going OOB [Out-

103

of-Business] and is only sending in records greater
than 20 years old.” '

These records are apparently kept “as part of the
inspection report” and processed as out-of-business
records, even though they are no such thing.'””

In ATF Order 1340.6A, the bureau attempted to legiti-
mize this arbitrary behavior by stating:

Where a business is discontinued and succeeded by
a new licensee, the records may be delivered to the
successor to maintain or they must be delivered to
the NTC (emphasis added).'*®

However, ATF is misrepresenting the statute as written.
Congress stated that “the records required to be kept
»109

by this chapter... shall be delivered to the successor:
There is no “or” in the statute!

In other words, ATF has requested and received Fire-
arms Transaction Records from active FFLs with no
statutory authority to do so, and despite varying statu-
tory prohibitions on its collection of such records. ATF
has no business “strongly recommending” to FFLs that
they turn in records to ATF’s illegal gun registry before
they go out of business nor inserting conjunctions into
a statute where Congress did not put them. Congress
must put a stop the ATF’s shenanigans.

ATF DECEIVES 52 MEMBERS OF CONGRESS
ABOUT ONGOING STATUTORY VIOLATIONS
Records from active FFLs kept in the same databases
and record centers as out-of-business records from
discontinued FFLs constitutes a violation of ATF’s
prohibition on the centralization and consolidation of
records. In fact, ATF was cited for this very same viola-
tion in 2016 by the Government Accountability Office
(GAO), when it was determined that ATF kept records
from out-of-business FFLs in a system that is designed
to manage only active FFLs known as Access2000 or

White House. FACT SHEET: The Biden Administration Cracks Down on Ghost Guns, Ensures That ATF

Has the Leadership it Needs to Enforce Our Gun Laws. 2022.

104 50 Federal Register 155. 26702.

105  ATF Ruling 2016-1.

106  Bureau of Alcohol, Tobacco, Firearms, and Explosives Response to Gun Owners of America Freedom of
Information Act Request 2020-0802 Release Two. 9.

107 Ibid.

108 Ibid. 4.

109 18 U.S.C. 923(g)(4).
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A2K. According to the report:

ATF’s collection and maintenance of the records
of out-of-business A2K industry members at NTC
violated the appropriations act restriction on
consolidation or centralization of firearms records.
However, ATF officials transferred the records to
OBRIS, and in March 2016 removed these records
from A2K.!'1°

In fact, Congressman Michael Cloud and 51 elected
representatives of the people raised concerns that ATF
might be violating statutory restrictions in a similar
manner to this 2016 GAO report. In a November 2021
letter, 52 Members of Congress said:

This gives us serious cause for concern that the
Biden Administration is intent on creating a
federal gun registry by circumventing the legis-
lative process. In fact, a GAO report from 2016
was titled, “ATF Did Not Always Comply with the
Appropriations Act Restriction and Should Better
Adhere to Its Policies”""!

Rather than disclose this non-statutory policy of
consolidating and centralizing active FFL records into
the ATF’s Out-of-Business Record Center to Con-
gress—which was recertified only a month earlier in an
October 2021 ATF Order'*—ATF chose to omit that
activity in its response to Congress, stating that:

GAOrs findings relative to the title of the report
refer[ed] to a discrete situation that in no way re-
flects any larger issue regarding OBR.'"?

In a final rulemaking issued by ATF since the sending
of this letter to Members of Congress, ATF has re-

110

vealed its intention to change this policy of requesting
active dealer records via the rulemaking process. In
ATF 2021R-05F, the bureau discusses changing the
process by which FFLs “voluntarily ship records older
than 20 years” to the ATE.'"* ATF intends to change the
rule so that “FFLs will no longer be able to ship their
records to ATF that are older than 20 years without
discontinuing business or licensed activity”!'> Of
course, a statement that illegal activity will not occur
in the future represents an admission that such illegal
ATF activity has occurred and continues to occur.

In summary, when Congress raised concerns that ATF
might be violating appropriations restrictions in a
similar manner as outlined in a previous GAO report
citation, ATF told Congress that there was no ongoing
or similar violation. In fact, ATF has been demonstra-
bly violating this appropriations restriction in an iden-
tical manner, by “recommending” that FFLs send their
records to ATF even before they go out-of-business.
Rather than admit its fault, ATF then quickly moved to
rectify this mistake by including a policy change in the
next rulemaking it was able to finalize.

THE BIDEN ADMINISTRATION RULE SEEKS TO
KEEP ALL DEALER RECORDS FOREVER

As noted briefly above, on May 21st, 2021, the Biden
Administration proposed a rule entitled Definition of
“Frame or Receiver” and Identification of Firearms. In
this rule, ATF proposed reversing its 1985 rulemaking
allowing FFLs to destroy records that were older than
20 years."® According to the White House:

the final rule requires federally licensed firearms
dealers to retain key records until they shut down
their business or licensed activity... Previously,
these dealers were permitted to destroy most re-

United States Government Accountability Office. ATF Did Not Always Comply with the Appropriations
Act Restriction and Should Better Adhere to Its Policies. 2.

111 Letter from Rep. Michael Cloud and 51 Other Members of Congress to ATF Acting Director Marvin
Richardson. 2021.
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Information Act Request 2020-0802 Release Two. 8-12.
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cords after 20 years...'"’

Instead, Federal Firearms Licensees will now be re-
quired to maintain Firearms Transaction Records
forever.

Gun Owners of America,"'® more than 50,000 of our
grassroots activists, and 28 members of the Second
Amendment Caucus'” in the United States House of
Representatives commented against this rule change,
citing concerns that it would lead to the creation of a
complete national gun registry.

Gun Owners of America also filed a Freedom of Infor-
mation Act request (separate from the out-of-business
FOIA request referenced numerous times herein) with
ATF, demanding to see the study and data on which
ATF had based the existing 1985 rulemaking.'* ATF
responded with empty hands, apparently unable to
find or access this 1985 report.'?!

The rule change to permanent recordkeeping is now
set to go into effect on August 24th, 2022. When
implemented, it will retroactively apply to all records
currently maintained by Federal Firearms licensees.
This means that ATF’s registry will eventually contain
a complete data set of all Firearms Transaction Records
dating back to August 24th, 2002.

In addition to representing a gross infringement of
Second Amendment rights, the Biden Administration’s
attempt to register every gun and gun owner in this
manner violates the Firearms Owners’ Protection Act’s
prohibition on the use of rules and regulations to cre-
ate a national gun registry, not to mention laying the
groundwork for a tyrannical authoritarian state. Thus,
Gun Owners of America is finalizing plans to sue to
halt the implementation of this new, illegal rule.
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ELIMINATING THIS
INFRINGEMENT

GUN OWNERS OF AMERICA'S LEGAL
RECOURSE

GOA'’s team of attorneys and lobbyists have been pre-
paring for this fight. We've known the ATF's illegal gun
registry would be expanded since the Biden Adminis-
tration announced it as a proposed rule back in May of
2021.'%

GOA plans on fighting this tooth and nail in the
courts. Just as we opposed the Trump Administration’s
arbitrary ban on bump stocks,'* GOA will also sue
Biden’s ATF to halt the implementation of this rule,
whose promulgation violates the Second Amendment,
Firearms Owners’ Protection Act, Gun Control Act of
1968, and the Administrative Procedures Act. Not to
mention the Constitution’s separation of powers, where
Congress is the body which is supposed to enact the
nation’s laws.

As the Supreme Court has held,

Congress alone has the institutional competence,
democratic legitimacy, and (most importantly)
constitutional authority to revise statutes in light
of new social problems and preferences. Until it
exercises that power, the people may rely on the
original meaning of the written law.'**

DUTY OF CONGRESS

Congress Must Strike Down President Biden's
lllegal Registry Expansion

Congress must provide oversight for the Biden Admin-
istration’s rogue ATF by striking down its illegal gun
registration rule using the Congressional Review Act.

122

Thankfully, Senator Ted Cruz introduced such a Joint
Resolution of Disapproval and a discharge petition

to strike down the rule pursuant to the Congressional
Review Act.'” Congress must pass this legislation to
protect the Second Amendment from further ATF

infringement.

Inevitably, anti-gun advocates will argue this rule will
reduce crime. But as GOA has explained, homemade
firearms are less responsible for homicides than hands
and feet.'”* Additionally, requiring a registry with serial
numbers does not save lives or demonstrably help
solve or prosecute crimes.'”’

Congress Must Destroy ATF's Gun Registry

In November of 2021, ATF admitted to Representative
Michael Cloud and 51 other House GOP that they are
currently maintaining nearly a billion records of guns

and gun owners.'*®

As proved by this report, this is an illegal national gun
registry. The revelation of its existence led to the cre-
ation of the No REGISTRY Rights Act. This legislation
has over 60 cosponsors and counting, led by Rep.
Michael Cloud in the U.S. House of Representatives
and Sen. Ted Cruz is expected to introduce a Senate
version with over 15 original cosponsors.

The No REGISTRY Rights Act would delete ATF’s exist-
ing registry, eliminate the statute ATF has been abus-
ing to justify creation of its illegal registry, and force
the ATF to certify the destruction of these records
before Congress. Polling overwhelmingly indicates that
Republicans and Independents believe a gun registry
will lead to gun confiscation. Even 40% of Democrats
agree!'”

This is an essential step towards restoring the Second
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Amendment in this country—especially should Presi-
dent Biden’s illegal rule go into effect on August 24th,
2022.

If the destruction of these records is not completed pri-
or to the implementation of the Biden Administration’s
Proposed Rule ATF 2021R-08 to ban braced firearms,
then ATF could use the registry to compile a list of

all AR-15 pistol owners, in order to force registration
compliance with the arbitrary rule or to simply con-
fiscate (potentially by literally going door-to-door) the
millions of newly criminalized firearms.
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CONCLUSION

Despite being prohibited from maintaining a registry
of guns, gun owners, and firearm transactions, ATF
maintains nearly a billion such records of guns, gun
owners, and Firearms Transaction Records.

Despite being prohibited from centralizing or consol-
idating records, ATF admits to consolidating records
required to be kept by Federal Firearms Licensees
into a “centrally managed” database of nearly a billion
records.

Despite being prohibited from electronically retrieving
information from these records by name, ATF either
requires that FFLs turn in searchable records or con-
verts paper records it receives into a searchable format.
ATF is capable of searching through these records

in nearly every way except by name, and this is only
because the feature has been voluntarily switched off—
not because ATF lacks the technological capability.

ATF has violated the law or circumvented the con-
gressional intent of each statutory or appropriations
restriction that has been imposed. As a result, it has
created a centralized, searchable gun registry of gun
sales across the nation. Strikingly, while ATF purports
to maintain this illegal registry for law enforcement
purposes, it was unable to even prove the efficacy

of the registry insofar as it might help solve violent
crimes or be critical in the successful prosecution of a
violent crime.

This illegal registry, which infringes on the Second
Amendment as well as several federal laws, must be
destroyed immediately and the destruction of these
records should be certified before Congress. For good
measure, the statute which ATF has abused as author-
ity to enact this registry should be struck from the
United States Code.

At present, ATF’s near-billion record registry is only a
partial national gun registry. By regulation it only nec-
essarily contains records that were up to 20 years old,
and only when a Federal Firearms Licensee discontin-
ued its business license. But in practice, the ATF has
also “strongly recommended”, urged, and permitted
non-out-of-business-FFLs to turn over current records
even before they go out of business. Now, the Biden
Administration is seeking to turn this partial registry

into a complete and total national gun registry, begin-
ning with every firearm sold since August 24th, 2002.
This rule must not be allowed to go into effect, and its
promulgation must be reversed by Congress.

If Congress does not destroy the registry using the No
REGISTRY Rights Act, and if Congress does not reverse
the Biden Administration’s expansion of the registry
using a Joint Resolution of Disapproval pursuant to

the Congressional Review Act, this illegal ATF regis-

try could be used for mass gun confiscation, by this
government or potentially one day even by this nation’s
enemies.
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Gun Owners of America (GOA) is a non-profit lobbying organization formed in 1976 to preserve and defend the
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